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The Japan Atomic Energy Agency (JAEA) has undertaken a joint R&D project with
the US Department of Energy’s National Nuclear Security Administration (DOE/NNSA)
for the purposes of developing an Information Sharing Framework (ISF) for regional
nonproliferation cooperation since July 2011. This project builds on nearly twenty years of
technical cooperation between JAEA, its predecessor organizations and the DOE including
the activities to define, develop and test transparency technologies and other multilateral
efforts. The objective of current project is to design a viable information sharing process to
support the goals of building confidence in the peaceful nature of regional nuclear
programs. At the end of a two-year-effort, project partners, JAEA and Sandia National
Laboratories (SNL), have defined the comprehensive requirements for an ISF that will
ensure nonproliferation transparency success and sustainability. In October 2011, a
parallel project with the similar title and objective was launched under the arrangement
between the US DOE/NNSA and the Republic of Korea Ministry of Education, Science and
Technology (MEST). Since then, JAEA, SNL, the Korea Institute for Nuclear
Nonproliferation and Control (KINAC) and Korea Atomic Energy Institute (KAERI) have
jointly carried out the project in a form of informal, multilateral cooperation. The project
partners have identified needs and audience for ISF, and initiated the discussion to develop
requirements for ISF through workshops, meetings, regular telephone conferences, etc.
The activities include conducting a survey to identify stakeholders’ needs and requirements
for an ISF, launching a website to practice information sharing concepts, and presenting
papers. This paper provides the historical context of the current project to establish ISF,

and reports the progress to date and speculates on future directions.
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1. Introduction & History
1.1 Background

Japan’s policy of nonproliferation was officially established in 1955 with the
Atomic Energy Basic Law that limits the use of nuclear energy to nonmilitary purposes.
Japan continues to demonstrate and publicize its commitment to nonproliferation
through many ministerial level venues and official actions including its early adoption of
the Additional Protocol, implementation of integrated safeguards, and participation in
unofficial venues such as Council for Security Cooperation in the Asia Pacific (CSCAP)
and Asia Pacific Safeguards Network (APSN)V.

Likewise, JAEA and its predecessor organizations, Power Reactor and Nuclear
Fuel Development Corporation (PNC) and Japan Nuclear Fuel Cycle Development
Institute (JNC), have supported the national policy through research and development,
State System of Accounting for and Control (SSAC) training especially for Asian
countries, an annual international forum, and other meetings, workshops, civic
Iinteractions and publications. A recent activity has been to establish the JAEA’s
Integrated Support Center for Nuclear Nonproliferation and Nuclear Security (ISCN).
Since 2011, ISCN has joined the growing number of organizations that provide nuclear
security and safeguards training and technical assistance to help emerging nuclear
energy countries develop the necessary human capital and institutional infrastructure.
Other Asia Pacific states are undertaking similar training centers, called “Centers of
Excellence” (COE) and ideally will work together to share their strengths, build human
capacity in relevant nonproliferation infrastructure, and improve regional cooperation.

In keeping with the longstanding national policy of peaceful use of nuclear energy,
JAEA and its predecessor organizations have studied and promoted concepts and tools to
support multilateral and regional technical collaboration activities since 1995. Early
projects examined the policy context of transparency and possible mechanisms to share
information and demonstrate peaceful nuclear energy use to improve worldwide
acceptance of nuclear energy. JAEA sponsored workshops, in conjunction with these
projects, to widen the discussion among stakeholder organizations for the development of
useful and practical transparency tools and activities. In particular, participation in the
workshops and related meetings by KINAC and KAERI, the International Atomic
Energy Agency (IAEA), US national laboratories, and representatives from other states
in the Asia Pacific region has been beneficial for setting the stage for future regional
endeavors. These activities have highlighted the important role of R&D and technical
organizations to contribute to national policy goals through the practice of activities and
development and validation of enabling tools that demonstrate and reinforce the

national positions.
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A key element of regional cooperation and collaboration is the practice of
transparency. Transparency was defined as “a cooperative process of providing
information to all interested parties so that they can independently assess the safety,
security, and legitimate management of nuclear materials?.” Transparency activities are
important for building confidence among domestic audiences and neighboring states that
national nuclear energy programs are strictly for peaceful use, and to strengthen
cooperation between states for mutual benefit. Transparency is a voluntary activity that
supplements the obligatory measures required by safeguards agreements, in order to
provide additional assurances of the peaceful use of nuclear energy. These activities
should be carried out to complement the IAEA verification activities that are conducted
under bilateral agreements between the IAEA and the subject country. Ideally, they also

serve to reinforce IAEA’s credibility and reduce its safeguards burden.

The need for regional nonproliferation transparency is obvious within the context
of continued growth of new and existing nuclear energy infrastructures in Asia, and
regional tensions about nuclear proliferation and security of nuclear materials?.
Moreover, the Fukushima accident raised safety concerns especially among Japan’s
neighbors and demonstrated that nuclear accidents and their effects transcend national
borders. Many experts and outcomes of recent international meetings continue to
encourage multilateral information sharing especially for establishing and reinforcing
nuclear safety, security, and safeguards programs, and strengthening international
frameworks of cooperation in those areas. A number of regional transparency initiatives,
such as the Asia Pacific Safeguards Network (APSN), and the Council for Security
Cooperation in the Asia Pacific (CSCAP) study group, which seeks to “[Counter] the
proliferation of weapons of mass destruction in the Asia Pacific,” are examples of
unofficial efforts to increase nonproliferation understanding and cooperation among Asia
Pacific neighbors#-5. The communiqué from the 2012 Nuclear Security Symposium in
Seoul stressed the need for bilateral and multilateral cooperation to share best practices
and build national capabilities®. J. Carlson who attended the Symposium as a counselor
of Nuclear Threat Initiative (NTI) further emphasizes in his article” that nuclear
security accountability is a necessary element of transparency to assure the
international community that a state is managing its nuclear materials responsibly.
Greater regional nonproliferation transparency would also contribute to the TAEA’s

efforts to understand and assess each state’s compliance with NPT agreements.

In Fig. 1.1, the relationship of the TAEA and its bilateral arrangements with
individual states are shown on the left. The aim of regional nonproliferation

transparency is to make communication and cooperation on nonproliferation matters
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more effective, sustainable and beneficial to a regional community and at the same time

support JAEA’s assessments of national nuclear programs.

m State A
| +
Z N\
V4 ~
state s B sate

Fig. 1.1 Information sharing architecture - bilateral between TAEA and each member

state/ multilateral among member states

In a conceptual model, the bilateral arrangements of the TAEA with each Member
State (left side) are augmented by the addition of an arrangement that provides
structure and mechanisms for states to exchange meaningful information with each
other to increase the confidence in the peaceful nature of their nuclear energy programs

(right side).

Transparency is understood to be an obvious element for enhancing bilateral and
multilateral relationships, and is carried out as a matter of course in meetings,
conferences, research programs, websites, etc. Although experts and meetings, such as
the Nuclear Security Summit, recommend more information sharing between nuclear
security and nonproliferation organizations, they don’t give specific guidance for
immediate and practical implementation. J. Carlson also stresses that appropriate
mechanisms for information sharing be used for demonstrating compliance with
international norms and for offering support or requesting assistance”. However, the
experts merely state that information sharing should take place, but they don’t explain
how to do it.

The ISF development is an attempt to define requirements for establishing tools
and processes that further institutionalize transparency practices for greater overall
effectiveness and efficiency of partner organizations and to enable trust building through
sustained activities. Cooperative activities among JAEA, DOE/NNSA, KINAC, and
KAERI have revealed insights that guide and support the efforts to specify the
information sharing framework requirements and operation. The ISF should be designed

to share meaningful information to inform, build trust, and resolve misconceptions. It



JAEA-Review 2013-006

should avoid overloading information sharing partners with general, non-specific

documents and data. But it is not a panacea for success. To instill a sustainable

transparency culture, in addition to practical tools and processes, institutional

commitment and practice over a long time are also required.

Anticipated benefits or practices of a transparency culture might include:

o Increased awareness and understanding of partners’ nuclear programs and their
goals and practices

e Learning and benefiting from each other’s experiences

e Development and implementation of standard practices for safety, security, and
safeguards

e (Conducting cooperative projects for mutual benefit

¢ Providing a higher level of accountability that builds trust that nuclear programs are
peaceful

e Stronger regional cooperation in nuclear nonproliferation areas might reduce the
perceived risk of cooperation in other areas, and reduce barriers to establishing a
stronger regional identity and influence

e Increased cooperation and sharing of information with partner states and the IAEA

might help to ease IJAEA’s verification burden

1.2 Regional Nonproliferation Transparency Efforts
1.2.1 ABACC and EURATOM

Two formal regional structures provide useful ideas for information sharing in the
Asia Pacific region, ABACC and EURATOM. Studies have analyzed their histories and
progress in the context of pros and cons for establishing a formal Asia Pacific entity for
nonproliferation cooperation.

The Argentina-Brazil Agency for Accounting and Control of Nuclear Materials
(ABACC) was formally established in 1991%. In 1994, ABACC, Argentina, Brazil and
TAEA signed the quadripartite agreement for cooperation in safeguards implementation.
ABACC objectives are to assure the international community of the peaceful use of
nuclear energy, encourage openness between Brazil and Argentina, be a model system to
encourage peaceful use in other international settings, and establish an environment of
trust and collaboration. These objectives are underpinned with continuous improvements
in technical competence and improvements to safeguards effectiveness and efficiency.

ABACC’s activities are tailored to regional needs and characteristics, and include
mutual inspections and information exchange that have been optimized to reduce the
cost of safeguards implementation. ABACC is a partner with the IAEA as well as other
Regional Systems of Accounting for and Control of Nuclear Material (RSACs) and State
Systems of Accounting for and Control of Nuclear Material (SSACs). A current activity
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engages with the IAEA to tailor safeguards systems and processes to support State Level
Concept (SLC) implementation to improve qualitative analysis and to allow for more
flexibility, and therefore more efficiency, in safeguards measures.

The European Atomic Energy Community (EURATOM) Treaty, entered into force
in 1957, was established so that the member states could work cooperatively to develop
successful and sustainable nuclear energy programs exclusively for peaceful use, and
pool resources to support individual states in their pursuit of nuclear energy. Specific
objectives include joint R&D programs, common training, application of uniform safety
standards at nuclear installations, economic stability for nuclear power, and ensuring
that all the member states have access to stable nuclear material sources. The
EURATOM Treaty’s articles outline measures to carry out these objectives, and include
provisions for security and control of nuclear materials, an inspection program to verify
compliance, and obligation to work with other countries and international organizations
to promote peaceful use of nuclear energy?. Transparency is therefore embedded in
EURATOM’s internal processes as well as in its communication and cooperative
activities with other countries and international organizations.

The ABACC and EURATOM examples demonstrate that information sharing
between the member states is an expected outcome of their arrangements. Many
provisions in the agreements involve interactions between the member states and their
citizens including R&D collaborations, mutual inspections of civilian nuclear facilities,
establishing and certifying safety standards, and nuclear material transactions. These
all certainly work to reduce regional tension and increase confidence in the safe and
secure operation of nuclear programs. In contrast, most of the Asia Pacific programs are
voluntary, informal and not strictly institutionalized. This is true of the Asia Nuclear
Safety Network (ANSN) and the APSN. Experts at the 2012 Nuclear Security Summit
lamented the lack of an Asia Pacific organization with a nuclear security focus. Some
nascent steps in this direction include the Forum for Nuclear Cooperation in Asia
(FNCA) 2012 workshop. Descriptions of some of the Asia Pacific programs and proposals

follow.

1.2.2 APSN

Australia provided the impetus in 2006 to form an Asia Pacific safeguards
organization through the Asia Pacific Economic Cooperation (APEC). As ideas for the
organization evolved, interested parties agreed to form a voluntary, professional
organization to focus on promotion of high standards for safeguards implementation. The
APSN was established in 2009 as an informal professional network for member countries
to improve their safeguards implementation and related technical expertise through

cooperative activities including sharing experiences and best practices!?. Its role does
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not include any regulatory or inspection functions. APSN’s members include government
or government-affiliated organizations associated with safeguards development and
implementation from Australia, Canada, China, Indonesia, Japan, Malaysia, New
Zealand, Philippines, Republic of Korea, Russia, Singapore, Thailand, United States and

Vietnam. IAEA has observer status.

1.2.3 FNCA

Under the FNCA, an informal organization led by Japan’s Ministry of Education,
Culture, Sports, Science and Technology (MEXT) to cooperate in the peaceful use of
nuclear technology in Asiall, participating countries include Australia, Bangladesh,
China, Indonesia, Kazakhstan, Korea, Malaysia, Mongolia, Philippines, Thailand and
Vietnam. In February 2012, FNCA sponsored a workshop under its nuclear Security and
Safeguards Project to emphasize the importance of sharing implementation experiences
for nuclear security and safeguards and building related human resources and
infrastructure support'?. Workshop participants came from ministries with
responsibilities for nuclear safety and safeguards and associated organizations
established or planned for nuclear security and safeguards training and technical

assistance.

1.2.4 CSCAP

The Council for Security Cooperation in the Asia Pacific (CSCAP) is an
organization for scholars and government officials in their private capacities to exchange
information related to regional security issues. One of CSCAP’s study groups,
“Countering the Proliferation of Weapons of Mass Destruction in the Asia Pacific”® has a
nonproliferation focus that advocates more regional cooperation and information sharing,
but does not operate at the working level itself. Beginning in 1998 CSCAP sponsored a
website called “Nuclear Transparency in the Asia Pacific” for the purposes of sharing
information, including environmental radiation levels at many nuclear facilities and
virtual tours of facilities!®. SNL provided primary technical support, and JAEA
supported this effort and contributed content to the website. This effort will be described

1n more detail in the section called, “Past Activities.”

1.2.5 Centers of Excellence (COE)

Several states promised to establish COEs as part of their pledges during the 2010
Nuclear Security Summit to improve the security of nuclear materials worldwide. As
mentioned, JAEA’s ISCN is already operational. It provides safeguards and nuclear
security training for domestic audiences and for participants from newcomer nuclear

states, especially those in the Asia Pacific region. Another mission is R&D and technical



JAEA-Review 2013-006

assistance for safeguards and nuclear security technology. Other COEs or similar
organizations are planned or in operation not only in the Asia Pacific, but scattered
across the globel¥. The COEs present an excellent opportunity, if they choose to
coordinate their efforts, to share best practices, experiences of implementation and a
wealth of other non-sensitive information that can improve the overall quality and
performance of each center and more efficiently and effectively accomplish their goals of
building a network of nuclear security experts and organizations domestically and in
emerging nuclear energy countries. At the 2012 Nuclear Security Summit, the countries
of Algeria, Australia, Canada, Chile, Czech Republic, Germany, Hungary, Indonesia, Italy,
Japan, Jordan, Kazakhstan, Republic of Korea, Lithuania, Malaysia, Mexico, Morocco,
Netherlands, Pakistan, Philippines, Ukraine, United Arab Emirates, the United
Kingdom, and the United States announced in a joint statement their intent to
collaborate under the International Network for Nuclear Security Training and Support
Centres (NSSCs) to strengthen human capital, provide technical support for
Iinstrumentation and the detection and response to nuclear security incidents. The IAEA
will help to coordinate this network. The increased interaction and cooperation will also

help to build confidence and trust in their respective nuclear programs.

1.2.6 Proposed Organizations
Several organizations for regional cooperation in peaceful nuclear energy use,
similar in structure and purpose to EURATOM, have been proposed for the Asia Pacific
region, but none of them have been realized. They include Asiatom (would not have
included Canada, United States or Australia), Pacific Atomic Energy Community
(PACATOM, including Australia, Canada and the United States) and Enhancing Nuclear
Transparency for Confidence Building in Northeast Asia (ENTNEA). As with EURATOM,
many transparency objectives would be incorporated in these formal structures.
(1) Asiatom
Asiatom was originally proposed as an Asian version of EURATOM focused on
plutonium transparency, utilization and disposall®. Further elaboration of this idea
included additional functions to promote regional nuclear energy cooperation, safety
and nonproliferation objectives, such as regional cooperation and coordination of R&D,
regional enrichment and reprocessing, regional fuel center(s) and waste disposal, and
coordination, safety standards and protocols, information clearing and enhanced
transparency for regional nuclear activities and activities to reduce IAEA’s verification
burden.
(2) PACATOM (Pacific Atomic Energy Community)
PACATOM was proposed by CSCAP’s International Working Group on Confidence

and Security Building Measures!® as a vehicle for reducing regional tension related to
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nuclear energy concerns, and increasing regional cooperation in nuclear safety, security
and safeguards through information sharing and coordination of regional activities,
which could include regional safeguards and regional electric power grids.

(3 ENTNEA

In particular, ENTNEA concepts promoted by Nam and Shin!? involve sharing
information between states to expand and clarify what is known about areas of concern
and thereby reduce tension. By doing so, states would hope to avoid responding to
nonexistent threats and reduce uncertainties regarding environmental, safety and
nonproliferation concerns about their nuclear facilities. Information sharing would
include document or data exchanges and site visits based on specific issues of concern
that hold value for the involved parties. The ENTNEA paper outlined several areas of
possible cooperation, such as reactor safety, spent fuel safety and proliferation concerns,
environmental impact of low-level waste solutions, and public acceptance of nuclear
power. It recommended an informal, step-by-step approach tailored to information
sharing needs for each identified issue. Initially, technical organizations in two or more
states would identify joint research or academic exercises to benefit all participating
parties. In undertaking these activities, information sharing processes, consisting of
technical and/or administrative measures would be defined for project communication
and completing project goals. Over time, the accumulation of experiences, lessons
learned and refined procedures could lead to more forms of cooperation and possibly a
more formal (ENTNEA) institution.

Cooperative activities among JAEA, DOE/NNSA, KINAC, and KAERI have
included some steps similar to those prescribed by ENTNEA authors to identify specific
information to be shared between interested parties to deepen understanding and work
to build confidence about peaceful use of nuclear energy. Details of these activities will be

described in a later section.

1.3 Past Activities Related to Development of Transparency Concepts
1.3.1 Action Sheets (AS) with DOE
JAEA and its predecessors have worked with US Department of Energy (DOE)
national laboratories to explore technical mechanisms to enable regional
nonproliferation transparency since 1995. Nine projects, called action sheets (AS),
related to transparency have been initiated under the Cooperation Agreement, which
was established in 1988 between PNC and DOE, Table 1.11®. In addition, JAEA has
hosted and co-hosted transparency workshops to open the discussion of transparency

concepts and technology to a wider group of stakeholders and technical contributors.
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Table 1.1 Action Sheets Related to Nuclear Transparency

AS# Title Dates Partners
AS-20 Remote Monitoring System for Nonproliferation 1995 - PNC/SNL
(Phase 1) 1996
AS-21 Joint Research on Transparency 1996 - PNC/LANL
1997
AS-33 Joyo Remote Monitoring System for 1998 - JNC/SNL
Nonproliferation (Phase 2) 1999
AS-46 Application of Joyo Remote Monitoring System to 2000 - JNC/SNL
Nuclear Nonproliferation and Transparency 2002
(Phase 3)
AS-49 Cooperation in Nuclear Transparency (Phase 1) 2000 - JNC/SNL
2003 (CSCAP)
AS-54 A Virtual Private Network 2002 - JNC/SNL
2005
AS-60 Cooperation in Nuclear Transparency (Phase 2) 2003 - JNC/SNL
2005 (CSCAP)
AS-65 Development of Regional Collaboration, 2004 - JNC/SNL
Transparency and Secure Data Communication 2010
for Nuclear Nonproliferation and Transparency
PAS-16° An Information-Sharing Framework for Regional 2011 JAEA/SNL
Nonproliferation -present

Under AS-21, PNC and Los Alamos National Laboratory (LANL) defined
nonproliferation transparency concepts and notional activities for sharing information
with other states and increasing bilateral communication with the TAEA with the
ultimate goal of improving worldwide acceptance of nuclear energy. PNC and LANL
performed independent studies and then exchanged views on the topics of : policy
environment of transparency, development of transparency options, and technical
options for transparency. Transparency was viewed to be instrumental for establishing
acceptance of nuclear energy by addressing safety and nonproliferation concerns. Taking
these extra steps beyond IAEA requirements should promote a higher level of trust. PNC
and LANL agreed that criteria for applying transparency measures would require

balancing the anticipated gains in confidence against costs of applying measures to

*Action Sheet (AS) was renamed to Project Action Sheet (PAS) when the cooperation agreement between

DOE and JAEA was updated and signed in 2006.
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facilities. The team looked at where the greatest gains might be achieved, for example,
facilities that handle or produce direct use material would tend to generate the most
concern about proliferation. A list of candidate transparency measures included release
of information, such as quantities and compositions of nuclear material feed stocks,
products, storage and waste; site tours; remote monitoring of facility activities;
environmental monitoring; satellite monitoring of nuclear material shipments between
facilities; and independent inspections.

AS-20, AS-33, AS-46, and AS-54 demonstrated and matured remote monitoring
systems for safeguards and transparency applications using facilities at the PNC
Experimental Fast Reactor ‘Joyo’ as test beds. A succession of experts from Sandia
National Laboratories (SNL) was assigned to work on-site at Joyo under the PNC (later
JNC) International Fellowship Program in the Oarai Engineering Center. Remote
monitoring for transparency applications initially consisted of an on-site monitoring
system at Joyo and remote-site data review stations at Joyo and SNL linked through
conventional phone lines (modems) in 1997. The on-site system comprised a data
acquisition system, various sensors including gamma detectors, and a digital camera
system to monitor spent fuel assemblies received at the spent fuel storage facility. Data
review stations displayed and archived data. The system was later expanded to monitor
the fresh fuel storage area at Joyo and perform data analysis. As remote monitoring
evolved, modems were replaced by Ethernet, and then the internet, with the use of
virtual private networks to increase information security. Digital camera-based
surveillance systems and other sensors, including non-destructive assay instruments,
also followed a maturation path. A schematic of the 2008 remote monitoring system is
shown in Fig. 1.2. Under these projects, the feasibility of secure wireless communication
within a facility was demonstrated as a way to minimize wiring installation costs. SNL
led the development and demonstration of similar remote monitoring systems that
linked KAERI and Idaho National Laboratory (INL) facilities to SNL. IAEA, which was
also investigating remote monitoring during this time, worked with Joyo to install cables
in 2007 for routine use of remote monitoring with its own video surveillance systems.

Under AS-49 and 60, SNL led efforts to support a regional nuclear transparency
website for CSCAP, called “Nuclear Transparency in the Asia Pacific” to further
encourage transparency efforts in the region [14]. JAEA sent an expert to SNL for
eighteen months to support the project. Project participants included representatives
from nuclear power, fuel cycle and research and regulatory institutions from dJapan,
South Korea, China, Russia, Taiwan, Canada, India, and the United States who shared
nuclear data and information in compliance with their public release policies. The
website posted environmental radiation data and graphs and that were harmonized for

ease of cross-comparison and to help non-specialists understand their meaning. Japanese
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utilities provided information about spent fuel storage and transport. A virtual tour of
the US Waste Isolation Pilot Plant (WIPP) for storage of TRU waste demonstrated how
technology can be used to visit a site without having to physically go there or risk
radiation exposure. J. Olsen pointed in his paper?? which recommended activities to
further nonproliferation and confidence building, that this website would serve as the
beginning of a “convenient, one-stop shopping” access point for regional safety and

operational data.

JNC Firewall SNL Firewall

=

Internet

-~

JNC VPN PIX

Data storage
on JNC DMZ

GARS review
at SNL

BMS DCM-14 video camera

Fig.1.2 Schematic diagram of the JNC-SNL remote monitoring system?!9

Under AS-65, JAEA continued development and demonstration of remote
monitoring for transparency applications, published its own nonproliferation website
and pursued face-to-face technical exchanges with SNL, KINAC and KAERI. These
exchanges were useful for not only developing transparency concepts and plans, but also
conducting transparency activities. One such meeting was the “Ist Joint Technical
Meeting on Regional Cooperative Nuclear Nonproliferation Transparency” held in 2009
in Daejeon, Korea, Fig. 1.3. In addition to previously mentioned topics, this meeting
included site tours and discussions about technology, the need to engage young
professionals to provide continuity, and other ways to perpetuate and strengthen the
effectiveness of nonproliferation transparency activities. Other mechanisms of

interaction under AS-65 included telephone and video conferences, Fig. 1.3.
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The current effort, Project Action Sheet 16 (PAS-16), draws on the lessons learned
from past action sheets and transparency workshops in conjunction with its work plan to
establish the requirements of a regional information sharing framework for face-to-face
and virtual (web-based) interaction. A critical achievement will be to develop concepts to
expand from the proven two-way interactions to a multi-party framework by first
demonstrating a Japan-Korea-US system/process designed to securely share information
among partners. More details about the plans and activities of this action sheet are

described by Kawakubo et al., and Mongiello, et al2V. 22

Fig 1.3 (Left) Participants in the 1st Joint Technical Meeting on Regional Cooperative

Nuclear Nonproliferation Transparency, held in Daejeon, Korea, 2009. (Right) Video
conference between JAEA and KINAC.

1.3.2 Transparency Workshops

In coordination with action sheet activities, JAEA has sponsored or co-sponsored
five transparency workshops (Table 1.2). KINAC, KAERI and IAEA, along with JAEA,
DOE, SNL and other Japanese organizations took part in all of the workshops. The first
three focused on the use of remote monitoring technologies for both IAEA safeguards
applications and use by regional partners to build confidence in each other’s peaceful,
safe and secure use of nuclear energy. Remote monitoring systems and associated
technologies, such as wireless communication, were demonstrated. Participants also
discussed policy and other technical issues, including information security and its
requirements.

The fourth workshop, co-sponsored by JAEA and the University of Tokyo GLOBAL
Center of Excellence, expanded participation to include additional states (Vietnam,
Australia, and Indonesia), the Pacific Forum of the Center for Strategic and
International Studies (CSIS), the University of Tokyo, including students and industry,
Canberra and Ludlum Measurements, Fig. 1.4. The workshop explored the intersection

of transparency, technology and regional confidence building through a variety of
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presentations and demonstrations. On the last day of the workshop, university students

and young professionals exercised transparency concepts by designing hypothetical

regional transparency networks for selected scenarios (domestic, bilateral and regional).

Workshop participants raised many questions that demonstrated that constructing a

meaningful transparency framework for the Asia Pacific region will require “time,

perseverance and creativity,” but it is essential for continued success and peaceful

nuclear energy production in the future.

Table 1.2 JAEA’s Transparency Workshops

# Workshop Title Participants Topics Year Location
1 Transparency and JNC, IAEA, ROK, US Promote remote 2002 O-arai,
Remote Monitoring DOE, SNL, other monitoring as a Japan
Japan Orgs. transparency tool
2 Regional JNC, IAEA, ROK, US Use of remote 2003 Monju,
Transparency and DOE, SNL, Japan monitoring in a Japan
Wireless Orgs. regional setting
Communication
Workshop
3  Workshop on JAEA, ROK, TAEA, Share experiences 2006 O-arai,
Regional US DOE, SNL, other and requirements of Japan
Cooperation in Japan Orgs. remote monitoring for
Remote Monitoring regional cooperation
for Transparency & & safeguards
Nonproliferation
4 Workshop on JAEA, U. Tokyo, Intersection of 2008 Tokyo,
Transparency SNL, TAEA, ROK, transparency, Japan
Technology for Vietnam, Australia, technology and
Nonproliferation Indonesia, regional confidence
Cooperation in the PACForum CSIS, building, developing
Asia Pacific Canberra, Ludlum, next generation
other Japan Orgs. experts
5 Transparency JAEA, SNL, ROK Review of past efforts 2011 Tokai,
Workshop: (KAERI, KINAC), and Japan
Development of an PNNL accomplishments,
Information establishing the
Sharing need for information
Framework sharing
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Fig. 1.4 Participants from the Workshop on Transparency Technology for

Nonproliferation Cooperation in the Asia Pacific (2008)

The fifth transparency workshop, conducted in 2011 as an activity of PAS-16 and
the DOE/NNSA - MEST Action Sheet 26, focused on establishing the need for an
information sharing framework. Workshop participants included JAEA, SNL, KINAC,
KAERI, TAEA and Pacific Northwest National Laboratory (PNNL). The discussions
reviewed the progress to date under previous action sheets, related workshops and other
activities. The workshop also addressed questions aimed at establishing and
understanding the need for an information framework for nonproliferation cooperation in
the Asia Pacific. It concluded that in the context of rapid regional changes and
anticipated nuclear power growth, coupled with ongoing concerns about proliferation and
safety, a transparency framework that complements and reinforces the IAEA’s mission
and builds confidence among regional partners is necessary. The details describe in
section 2.2.1, 2.2.2 and 2.2.3.

After all of these efforts, workers continued to refine and expand ideas about

transparency for nonproliferation purposes.

A side-benefit of not only the specific action sheet projects on transparency topics
and regional cooperation but also the 100 or so other action sheet projects under the
JAEA — US DOE cooperation agreement has been deepened technical and institutional
ties between Japan and the United States. JAEA and the US DOE and its laboratories
have been working together on joint R&D projects for about 30 years and celebrated 25
years of the formal cooperation agreement in 2013. The projects span many topics
including development and testing of non-destructive assay instruments and data
collection and analysis systems for nuclear material accountancy, chemical analysis of

inspection samples, quality control of and provision of standard material for analysis.
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Recently, the topics of these projects expanded to include nuclear forensics cooperation
and study of accountancy methods to be applied to the damaged fuel at the Fukushima
Daiichi Nuclear Power Plant. Associated with these projects have been many workshops
and meetings, personnel exchanges, and cooperation with other partners including the
IAEA, and organizations from Japan and other countries. Over the years, strong
professional relationships have developed between Japanese and US participants in
these action sheets. Another example of bilateral cooperation and information sharing
has been the joint efforts under the United States-Japan Nuclear Security Working
Group??. One can see that the accumulation of shared experience over many years leads
to a deeper understanding of each state’s nuclear capabilities and establishes foundation

of trust that cannot be developed except through consistent practice over a long period.

2. Current Project: Project Action Sheet 16, Development of an Information
Sharing Framework for Regional Nonproliferation Cooperation
2.1 Background

JAEA has undertaken a joint R&D project with US DOE/NNSA for the purposes of
developing an information sharing framework (ISF) for regional nonproliferation
cooperation. This project builds on nearly twenty years of technical cooperation between
JAEA, its predecessor organizations and the DOE on the subject of transparency. The
current project arose from the recognition that in spite of many activities to define,
develop and test transparency technologies and cooperation, and other multilateral
efforts, there is more work to be done to design a viable, information sharing process to
support the goals of building confidence in the peaceful nature of regional nuclear
programs. Furthermore, as pointed out by G. Baldwin in his paper?, nonproliferation
transparency is an appealing idea that experts agree is necessary, but it is a complex
problem to implement. This project seeks to develop requirements for an ISF that will
ensure nonproliferation transparency success and sustainability.

Project Action Sheet 16 (PAS-16), titled “Development of an Information Sharing
Framework for Regional Nonproliferation Cooperation” was signed on June 10, 2011 and
July 1, 2011, respectively by authorities from JAEA and DOE. The term of this action
sheet 1s two years. Project partners under this action sheet are JAEA Department of
Science and Technology for Nuclear Material Management (STNM) and SNL.

The objective of PAS-16 is to design a system that enables the direct, transparent
sharing of nonproliferation and safeguards-relevant information between the JAEA and
selected other organizations in the Asia Pacific or other regions. The goal is to define the
comprehensive requirements for multilateral information sharing, which will enable the
design and development of a candidate system solution under a subsequent action sheet.

A separate action sheet, “Development of an Information Sharing Framework for
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Regional Nonproliferation Cooperation,” AS-26, with the same objective as PAS-16 was
signed between the Korean Ministry of Science and Technology (MEST) and DOE
October 25, 2011. The existence of the two action sheets allows for an informal
multilateral cooperation among Japan, Korea, and the United States. PAS-16 and AS-26
project partners include staff from JAEA, KINAC, KAERI and SNL.

2.2 Accomplishments to Date

The project partners have initiated many activities and studies to work towards

the PAS-16 and AS-26 goals. The following sections describe those efforts.
2.2.1 PAS-16 and AS-26 Transparency Workshops

A transparency workshop was held December 2011 to establish the starting point
for the development of the information sharing network. Workshop participants were
from JAEA — STNM and ISCN, MEXT, KINAC, KAERI, SNL, Pacific Northwest National
Laboratory (PNNL), IAEA and one observer from Thailand. The objectives were to review
past action sheet achievements and related activities, update one another with the status
of organizations and discuss questions aimed at confirming and establish the need for an
information sharing framework. Presentations from JAEA STNM and ISCN, KINAC,
KAERI and SNL reported on current organizational structures, missions, activities, and
as well as past efforts related to transparency. A summary of the workshop was prepared.

A second transparency workshop was hosted by KINAC and conducted December
2012 in Daejeon, Korea. The objectives of this workshop were to use the results of
interviews and an online survey to capture information sharing practices and needs to
develop the requirements of the information sharing framework, and discuss next steps.
Participants discussed the status of activities, lessons learned, types of information to
share, methods of sharing information, and developed a final report and demonstration
plan for the next phase of the project. The workshop summary report captured the

discussions, recommendations, and next steps.

2.2.2 Compelling Need for an Information Sharing Framework
A significant portion of the December 2011 workshop was devoted to discussions
about the need for transparency in the Asia Pacific region. Workshop organizers
developed a list of questions to guide this discussion and in the progress of the discussion,
new questions were raised. The original questions are listed below.
e Why is transparency important to the Asia Pacific region?
o After all of the Action Sheets, workshops, meetings, demonstrations etc., is
transparency actually being carried out in the Asia Pacific region? If not, why not?

e Has a compelling need for information sharing been established?

e  Who are the stakeholders and what are their concerns?
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¢  What types of information would be considered useful to share?

e Should the information sharing framework be strictly tied to safeguards-relevant
information, or should it expand into areas such as radiation exposure, safety of
nuclear facilities, transportation safety, or safety of spent fuel?

— Example: Prior collaboration between JAEA and SNL included posting near-real-time
airborne radiation data to a website.

e If improving communication methods between regional participants within the
framework were an objective, how could it be achieved?

— Examples: Websites/Sharepoint, regular meetings, conference calls, formal
structures, formal agreements.

e What types of technology could be used to help facilitate transparency in the Asia
Pacific region?

¢  What would be necessary for someone to be able to trust the information that is
provided transparently?

e Does released information need to be controlled in some way?

e How long is it available?

e How can information be recalled in necessary?

e How do we assess the value of sharing information and measure improvements in
efficiency and effectiveness?

The workshop time frame was not long enough to attempt to answer all of these
questions. In fact, additional questions were added to the preceding list. However, the
questions became a starting point for establishing the need for an ISF and for use to
frame and guide its design.

Workshop participants agreed that transparency is extremely important in the
Asia Pacific region, not only in the aftermath of the Fukushima Daiichi Nuclear Power
Plant (NPP) accident of March 2011, but also because of the anticipated regional
expansion of nuclear energy. Nuclear nonproliferation, security and safety are all
important elements of a nuclear transparency process that can promote public
acceptance of nuclear energy, provide additional assurances, alleviate regional tensions,
and reinforce IAEA safeguards.

Without a formal regional safeguards organization such as EURATOM or the
ABACC, in which transparency is institutionalized, it is important to remember to
include transparency activities in Asia Pacific nonproliferation interactions. In some
cases, organizations have been established for the purpose of sharing information and
mutual benefit, such as APSN and FNCA described earlier.

Although regional transparency initiatives are increasing, more could be done.
Bilateral cooperation between Japan, Korea and the United States is strong, yet

multilateral approaches could leverage these efforts to a greater degree. Action sheets
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PAS-16 and AS-26 seek to implement such approaches.

The compelling reason that justifies establishing an ISF is not only supported
through historical events, analysis of the current situation and common sense, but
continues to be reinforced through a number of recommendations and outcomes from
recent, non-related meetings and reports.

J. Carlson states in the article about new verification challenges for the JAEA25
that “the most serious of these is ensuring the capability to detect undeclared nuclear
activities. Other safeguards challenges include: the potential spread of
proliferation-sensitive technologies (enrichment and reprocessing) to further states; the
implications of new fuel cycle technologies; and an ever-increasing workload.” Among his
recommendations are those that advocate more transparency and confidence- building
measures such as regional cooperation on nuclear programs, a freer flow of information
between states than is currently allowed under TAEA rules and more mutual or regional
inspections.

The Seoul 2012 Nuclear Security Summit Communiqué in addition to emphasizing
states’ responsibilities to manage effective nuclear security in their own countries
stressed the importance of promoting nuclear security objectives through regional and
international cooperation®. It encouraged all stakeholders including government,
industry, academia, institutes and civil society to fully commit to security and effective
communication and coordination of activities. JAEA’s nuclear security role includes
promotion of networking, sharing experiences, and lessons learned. States should share
best practices, bilateral and multilateral efforts to build national capabilities. Public
diplomacy and outreach efforts are needed to inform the public of activities and actions
taken to reduce the threats to nuclear security.

A. Heyes reviewed!? the purpose and missions of organizations known as “Centers
of Excellence” that were promised by many states at the 2010 Nuclear Security Summit
for the development of capacity for nuclear security through technology development and
training. Many of these centers are intended for operation in the Asia Pacific region to
increase the cadre of nuclear security experts. Some of these centers are now operational,
while many are still in the planning stages. The author recommended that these centers
coordinate carefully with each other for mutual benefit to optimize efficiency and
effectiveness, ensure standard and high quality practices and minimize unnecessary
duplication of activities.

It was also recommended by T. Kassenova26) as to “Establish a clearing house for
regional expertise sharing and assistance. Regional security will suffer if countries lack
the resources and expertise to implement proliferation controls consistently. A regional
forum could collect region-specific information so countries can benefit from each other’s

expertise.” for nonproliferation of weapons of mass destruction in the Asia-Pacific region.

,18,



JAEA-Review 2013-006

The above recommendations and many others further support the compelling need

for an ISF and, in some cases, specifically advocate regional efforts for the Asia Pacific,
but they do not offer how to do it. The ISF developed through PAS-16 and AS-26 will
develop and test the methodology to make the ISF practical and useful for accomplishing

regional nonproliferation cooperation goals.

2.2.3 Project Plan & Execution

The December 2011 workshop report listed several next steps, which became the

basis for the project plan. These next steps are listed with a short summary of their

status.

Short term (December 2011 through December 2012)

(0]

Finalizing the workshop final report

The workshop report was finalized in December 2011.

Establishing project and document communication plan

Status. The project team agreed to hold telephone conferences on a monthly basis.
This has been valuable for raising questions and clarifying issues to make progress.
Telephone conferences were established in February 2012 and have been continued
on a roughly monthly basis. Face-to-face meetings were held during the 2012 INMM
meeting in July, at KINAC’s 2012 International Nuclear Non-proliferation and
Security Symposium in September 2012, and with JAEA and SNL in Albuquerque in
October 2012 with KINAC and other JAEA partners by teleconference.

Identify specific information to share by virtual or face-to-face means

Status. The project team drafted and commented on a list of possible information to
share as an initial exercise to develop the scope and requirements of the ISF. A
further elaboration of information sharing needs will be collected by surveying
stakeholders from various organizations about their information needs.

Determine standards and criteria of information to be shared

Status. The survey activity to gather stakeholder information needs, described above,
was used as a basis to identify information requirements and standards.

Plan to submit and present papers at the 2012 Institute for Nuclear Material
Management (INMM) annual meeting

Status. Project team members from SNL and JAEA prepared and presented papers at
the 2012 INMM meeting in a SNL organized session called, “Transparency and
Evaluation.” The project team submitted and presented four papers concerning the
rationale for establishing a transparency program, background, modes of information
sharing, and overall project scheme. These papers were:

“Structuring the Nuclear Nonproliferation Transparency Problem,” G. Baldwin and R.

Mongiello
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“Development of an Information Sharing Framework: Efforts at Regional
Transparency in the Asia Pacific,” R. Mongiello, G. Baldwin, B. Hoffheins, Y.
Kawakubo, and N. Inoue

“Development of an information Sharing Framework: Communication Strategies,”
Y. Kawakubo, B. Hoffheins, N. Inoue, R. Mongiello, and G. Baldwin

“Overview of Japan Atomic Energy Agency’s Regional Transparency Efforts, “ B.
Hoffheins, Y. Kawakubo, N. Inoue, R. Mongiello, and G. Baldwin

a side meeting on the occasion of 2012 INMM Annual Meeting
Project team members from SNL, KINAC, KAERI, and JAEA met at the 2012 INMM

annual meeting to discuss and plan project goals and activities.

Update JAEA website to report regional transparency activities

Status. The project team discussed updating the JAEA website; however, this activity
was put on hold. Alternatively, SNL launched a website called, “Nuclear
Nonproliferation Transparency in the Asia Pacific” to deposit project documents and
related information. This website might also become a communication vehicle for the

ISF. More details about this website will be described later.

Plan a follow on workshop

Status: The project team planned to hold a workshop in December 2012 in Korea. The
focus of this workshop was to review progress, study the interview results to further
refine ISF requirements and plan a demonstration test to be conducted in phase 2 of

the project.

Medium Term (January 2013 through January 2014)

Note: This report was prepared in the autumn of 2012 and thus predates actions planned

in the following steps.

Establish conditions and requirements for sharing nonproliferation information
focused on safeguards
Invite other stakeholders, as necessary, to factor into Track I and Track III

perspectives

Potential Long-term (efforts beyond 2014)

Continue to refine information sharing mechanisms for regional cooperation
Promote and demonstrate the benefits of regional transparency cooperation to those

who are outside the cooperation
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2.2.4 Outreach Activities
In addition to 2012 INMM presentations about PAS-16 and AS-26 activities, other

outreach activities took place or were planned.

KINAC included a nuclear transparency topic in its “4th International Nuclear
Non-proliferation and Security Symposium” on September 7, 2012, in Seoul.
Presentations and discussions addressed ways to enhance transparency for the goal of
building mutual trust in nuclear energy programs. Two presentations described the
conceptual ideas and work in progress of AS-26 and PAS-16,

o “Information Sharing Framework: Efforts at Nonproliferation Transparency in Asia
Pacific,” R. Mongiello.

o “Development of Information Sharing Framework for Nuclear Nonproliferation,” N.
Inoue, B. Hoffheins, Y. Kawakubo

Other presentations in the session by representatives from APSN and ABACC
discussed roles of regional networks.
e “Role of the Asia Pacific Safeguards Network (APSN) in Regional Transparency,” J.
Kalish, Australian Safeguards and Non-Proliferation Office.
e “Role of ABACC in Regional Transparency,” Orpet Peixoto, ABACC, Brazil.

In a separate session about Centers of Excellence, participants reported and
discussed the status and future plans of Centers of Excellence that are being established
for nuclear security and safeguards training for building human capital and

infrastructure.

JAEA will present an update of PAS-16 and AS-26 requirements development
process at the IAEA’s “FR13 Conference on Fast Reactors on Related Fuel Cycles,” in
March 2013. The abstract title is, “International Conference on Fast Reactors and
Related Fuel Cycles: Safe Technologies and Sustainable Scenarios (FR13)”, Y. Kawakubo,
et al., March 4 — 7, 2013, Paris.

PAS-16 and AS-26 partners are also planning a special session for the 2013 INMM
Annual Meeting, tentatively titled, “Technology-Based Regional Nuclear
Nonproliferation Cooperation — Benefits, Challenges and Opportunities,” which will
report project activities and solicit views of experts involved in regional cooperation,

transparency, and other related efforts.
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2.2.5 Model Framework

In consideration of how to begin the development of requirements for the ISF, the
project team agreed to develop a model ISF to test concepts. The information sharing
partners of the model ISF consist principally of groups or individuals affiliated with
AS-26 and PAS-16 partner organizations of SNL, KINAC, KAERI, and JAEA.
Information to be shared in the model ISF will be limited to selected examples to make it
easier to implement and test concepts, practice information sharing, and analyze results.
Draft requirements for the model ISF were developed from existing and desired
information sharing experiences of some of the organizations inside the AS-26 and
PAS-16 partner organizations of JAEA, KINAC, KAERI, and SNL. The requirements

development process is discussed in more detail in the next section.

2.2.6 Elements of an Information Sharing System

The elements of an ISF include partners and/or stakeholders, requirements,
information to be shared, communication modes (mechanisms for sharing information)
and measurement of effectiveness. All of these areas are important and must be

well-integrated for the ISF to be effective.

(1) Stakeholders

The definition used for transparency discusses “interested parties” that are able to
independently assess “the safety, security, and legitimate management of nuclear
materials.” The “interested parties” are the stakeholders. Stakeholders are the people or
organizations that are affected or can affect the actions of an organization. In a regional
nonproliferation information sharing scheme, the stakeholders that immediately come to
mind are the regional states and their organizations for implementing and managing
nuclear energy programs, including government ministries and agencies, R&D
organizations, industry, academia, etc. The IAEA would be a key stakeholder especially
for safeguards information and as a focal point for nuclear security best practices and
standards.

In the current project, JAEA analyzed stakeholders for JAEA nonproliferation and
nuclear security missions. Stakeholders were characterized as Track I, II, or III and are
described below.

Track I includes government officials acting in official capacities. They formulate
the national policies for their mission areas and make decisions about the sensitivity of
information and whether or not it is in the national interest to share it and with whom it
can be shared. TAEA and other treaty-based international organizations are in this group.
Information sharing must be consistent with the policies and rules of the relevant

government ministries and organizations.
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Track II includes non-government agencies, such as World Institute for Nuclear
Security (WINS), Nuclear Threat Initiative (NTI). R&D and technical organizations that
support and implement national objectives such as JAEA, SNL, KAERI, and COEs are
Track II organizations. Academia and industry, depending on the situation, may be Track
IT or Track III.

Non-governmental agencies serve many functions. NTI provides a forum for
experts who analyze information and assess the status of nuclear programs and the
impact to the geopolitical situation. The APSN, consisting of representatives from
ministries and organizations responsible for safeguards implementation in their
respective countries, is a forum to share experiences and assistance to improve the
effectiveness and efficiency of safeguards implementation. Experts point out that there is
no nuclear security counterpart of APSN for nuclear security cooperation in the Asia
Pacific, and therefore there is opportunity to build an ISF for that purpose.

Nuclear and related industries with safeguards and nuclear security roles might
also benefit from and share in information exchanges. Industries that are directly
involved in activities such as nuclear material processing or nuclear power will want to
make sure proprietary information is protected; however, information exchange
especially with counterparts in other countries could be beneficial. The World Nuclear
Organization (WNO) already provides mechanisms for nuclear industries to interact and
share information about the nuclear industry and its technologies. Nonproliferation
topics are not part of WNO’s core focus, although some nonproliferation information is

shared on its website: http://www.world-nuclear.org/.

Academia can play many important roles in developing and testing new
nonproliferation technologies, which advance the state of the art and provide
opportunities for students to learn more about the safeguards and nuclear security and
build their careers in these areas. Academia is often involved as a research partner with
technical organizations. It is important for academia performing nuclear-related
research to be aware of related national policies.

Track III consists of the public, media, business/industry, and activist
organizations. These organizations should also have access to as much information as
possible to allow them to understand how nuclear programs affect their lives,
communities, and the standing of their country in the world. These groups also provide
information that technical and policy organizations do not concern themselves with on a
regular basis and they can be powerful persuaders for changes in policy. This can be good
or bad depending on the observer’s point of view. If these stakeholders feel threatened in
any way by nuclear energy programs, they will likely voice the concern by many
mechanisms including those with a high probability of being observed and heard, such as

public demonstrations or advertisements in print or video media. It is important for the
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Track I and II organizations to provide information in a form that is comprehensible and
usable by Track III groups that might not have technical and policy backgrounds.
Furthermore, Track III should be allowed to express their concerns and participate with
Tracks I and II in appropriate settings to realize solutions to provide the best outcomes.

Under a model ISF to be developed by PAS-16 and AS-26, stakeholder groups were
limited to selected action sheet partner groups and the IAEA. This was done to simplify
the development, testing and evaluation of the model framework. In the model ISF,
JAEA’s, SNL's, KAERI’s and KINAC’s groups with safeguards and/or nuclear security
functions are the main information sharing partners. IAEA will be an observer. Other
Track I or Track III stakeholders will not be directly included.

(2) Information to be Shared

JAEA, SNL, and KINAC have held several discussions about what information
would be useful to share. A table of possible information to share was drafted for
brainstorming purposes. Important first considerations included what the anticipated
benefit will be, followed by the information content, format, sharing mechanism,
information provider and receiver, and any restrictions or caveats.

A number of benefits could be realized: demonstrate accountability to
nonproliferation standards, gain a better understanding of the supplier’s nuclear power
program, learn from the suppliers’ experiences, training, cooperative R&D, and so on.
Conventional wisdom would say that practicing these information exchanges increases
trust and confidence in the peaceful use of nuclear energy among participating countries.
Notably, bilateral cooperation in the area of nuclear safeguards R&D between the US
DOE and JAEA for over twenty years has produced many benefits for both partners
and the participating organizations. Likewise, a similar bilateral cooperation between
the US DOE and Korean authorities responsible for safeguards implementation and
R&D has produced many benefits and continues to do so. Both collaborations have been
conducted with the TAEA has a key stakeholder to ensure good coordination with
international safeguards implementation. Furthermore, the show of good will in
cooperating together in the R&D projects has demonstrated transparency on the part of
each of the countries that can also be observed by a wider audience of non-partner
countries and organizations.

Careful consideration should be taken by both information suppliers and receivers
to identify the kind of information to share, its format, how it will be used, and other
features. Furthermore, simply disseminating information for the sake of disclosure is not
necessarily helpful because the information content and format might not be useable or
useful. Overloading the receiver with too much general, non-specific information might

require laborious in-depth analysis to satisfy concerns and questions about a particular
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topic.

The information to be shared should be tied to specific concerns of either or both
the information supplier and receiver and contribute to reducing them. In many cases,
the information may be very specific and targeted only for one receiver.

We predict that in routine operation, more of the information exchange of an ISF is
likely to be between functionally similar groups. There is a natural alignment of
information sharing organizations, for example, KINAC’s SSAC function is similar to
that of Japan’s Nuclear Material Control Center (NMCC), so sharing best practices and
inspection experiences should be of interest and of value to both organizations. This
“self-alignment” of various organizations will likely be reflected in the structure,
requirements and operation of the ISF. In addition, the ISF might be adopted by
organizations that are interested in only sharing information in a specific area, such as
APSN or the COEs.

Discussions about identifying information to share will likely touch on topics of
proprietary and national security information. The ISF requirements would not press
organizations to share kind of information; however, it would make sense for
organizations to periodically review information it protects to determine whether the
original purposes and needs of protecting the information are still valid. Barriers to
information sharing are to be expected for ISFs implemented in a multilateral setting.
Alternatively, some information issues have been discussed and resolved with IAEA in
bilateral agreements with states for safeguards approaches for various facilities, and
these precedents might serve as guides for multilateral sharing. Some experts claim that
information regarding nuclear security practices cannot be shared for national security
reasons, although others point out that best practices and many aspects of lessons
learned are not sensitive and would be useful to discuss. As information sharing partners
become more familiar with the information sharing process and the level of confidence
increases, it should be possible to widen the range and content of the information shared.

Sharing safeguards accountancy information could have the benefit of raising
confidence in a state’s material accountancy practices and compliance with its NPT
obligations. Examples include safeguards implementation experiences that have been
reported in published papers and in professional meetings, such as INMM. Actual
material accountancy data, if agreed to by IAEA and the state, might be conveyed in a
closed door meeting between two or more states. IAEA’s safeguards conclusions,
extracted with permission by the state and IAEA from IAEA’s Safeguards
Implementation Report (SIR) might also be used to elevate trust. States could post
schedules, frequency, and types of IAEA’s physical inventory verification (PIV) activities
on websites and indicate completion of planned activities.

Korea and Japan are both pursuing experimental nuclear fuel cycle projects.
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Korea and Japan could exchange available information about facility design and
safeguards practices to deepen understanding and reduce concerns. Korea has already
conducted tours of its experimental pyroprocessing project, which have included
Japanese participants. In order for JAEA and KAERI to discuss on broader topics, the
organizational framework should be reviewed. This brings up a challenge to some
information sharing.

Some information sharing has occurred between KINAC, KAERI, JAEA and SNL
during the course of some of their bilateral R&D projects with the US DOE through their
respective cooperation agreements. The current project is an example of that. The
December 2011 workshop agenda included briefings by KINAC, KAERI, JAEA and SNL
about the status and missions of each organization. Professional meetings, such as
INMM, offer a forum for information sharing on a general level. The possibility of
attending each other’s INMM chapter meetings would offer a different view of activities
in each country. Another possible venue for information sharing would be through the
IAEA’s Member State Support Program (MSSP), in which the U.S.A., Japan and Korea
all participate. Under this structure, it is also possible for JAEA and KINAC/KAERI to
participate in joint support program tasks.

JAEA and KINAC both have COEs that are or will be providing training
domestically and for many Asia Pacific states that want to build their safeguards and
nuclear security capacities. SNL also provides training in these areas. Sharing
information on the types and amount of training that each organization is planning in
other countries would be a good first step toward coordinating training for the best use of
each COE and to provide standardized and consistent training to all participants. These
actions would also be beneficial for each COE for optimal use of their budgets.

Both Japan’s and Korea’s SSACs and COEs participate in APSN. The APSN has
recently undertaken a survey among its members to learn what their training needs and
capabilities are2?. JAEA’s ISCN has also conducted a needs survey of the Asian countries
in which it conducts training.

Information about the resolution of the Fukushima nuclear accident of March
2011 for safeguards, safety and security is of high interest to Japan’s neighbors as well as
the rest of the international community. How Japan handles and shares information in
this area will be important for the future of its credibility in nuclear matters. Japan must
also share information to reassure the public and international community that all areas
of concern have been appropriately analyzed and measures have been taken to correct
past mistakes and minimized future risks. JAEA has been involved with developing the
materials accountancy systems and approach for the damaged fuel at Fukushima Daiichi
NPP. KINAC and KAERI as well as other similar organizations in neighboring states

may be very interested in learning whatever they can about the situation.
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(3) ISF Requirements Development

JAEA team members constructed a draft procedure for establishing information
sharing requirements independently of the survey process. The main points of Baldwin’s
paper2d were used as a guide to develop the procedure of what information to share and
the parameters of information sharing. The continuous improvement cycle of “Plan, Do,
Check, and Adjust” was adopted to guide the requirements planning, execution, and
evaluation processes. In an iterative step, SNL further refined this rough draft to provide
specific details. Both draft documents might be viewed as essential elements of a single
requirements document, with the SNL portion used for routine and established
information sharing situations and the JAEA procedure for determining how to share
information for new topic areas.

These documents were discussed in the second project workshop in December 2012.
During the workshop, ISF requirements for a specific information topic area were
drafted as an exercise to further examine, test and define the necessary elements of the
ISF requirements.

The content of the JAEA draft information sharing requirements procedure is
shown below.

Draft Requirements (JAEA)

1. Define the objective of the information to be shared.

a. What is the specific concern?

How will the receiver use the information? What judgment does the receiver want to
make?

2. Characterize the audience. (For the purposes of demonstrating a model framework,
the organizations with responsibilities related to nuclear safeguards and security in
JAEA, KINAC, KAERI, and SNL are the audience. IAEA is a key stakeholder.)

3. Define the scope. (For the purposes of demonstrating a model framework, nuclear
safeguards and security are the defined scope.)

4. Select the content

a. Assess the context

1. What information is shared, how much, and how often.

ii. What other factors have to be considered in order to share the information? For
example, is permission from a higher authority required? Is a new or modified MOU
required?

b. Define and determine the requirements for information quality (information
authenticity and credibility)

5. Infrastructure

a. What tools are required for sharing the information; how will the information be

shared? How will the tools be managed and maintained?
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b. What level of information security is necessary? How will the appropriate level of
security be achieved?

6. Establish metrics - Necessary to ensure sustainability

a. What determines if the information sharing was successful?
Feedback and review by everyone in the process

1. Did the information sharing meet expectations?

ii. What parts of the process can be improved?

The above draft requirements are a general approach to developing an ISF and
were not based on existing information sharing practices among model ISF stakeholders
or their information needs. A survey was later conducted among the stakeholders to
gather this information.

(4) Survey of Model Framework Stakeholders

With respect to stakeholders in the model framework, it was important to learn
their interests and information sharing priorities. Do organizations already share
information? What are the existing information pathways? How do they share, what kind
of information do they share and how effective is it? What additional information do
stakeholders wish to receive? The survey was designed to gather more specific
information from individuals and or groups within the PAS-16 and AS-26 partner
organizations about information that would be beneficial to share. The survey results
will be used to better understand the parameters of the ISF design and to develop its
requirements.

Information stakeholders play one or two roles: receiver of information, supplier of
information. The project team developed questions for a survey of information receivers
and suppliers among SNL’s, KINAC’s, KAERI’s and JAEA’s safeguards, nuclear security,
and nuclear facility groups. The survey asks respondents to identify the types of
nonproliferation-related information that their organizations share with counterparts in
other countries. The survey also asks about what kind of information the respondents
receive and what kinds of additional information would be useful to share or receive.
Questionnaire responses will be further analyzed to refine the draft requirements
documents. From these results, information sharing test cases will be selected for a
demonstration as the next step of the ISF project. The information sharing
demonstration outcomes would then be evaluated and lessons learned would be used to
update ISF requirements. Furthermore, plans for expanding and implementing the ISF

would also be formulated.

SNL Stakeholder Survey
SNL developed a web-based questionnaire with the interview questions and

posted it to the “Nuclear Nonproliferation Transparency in the Asia Pacific” website.
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SNL conducted its surveys using its web-based survey form. Three nonproliferation
technical experts were asked to respond to the survey. Currently, these experts receive
information about nuclear safeguards, nuclear security, physical protection, export
controls, and international technical cooperation. They view this information to be
moderately to highly important. They would like to receive information about nuclear
safeguards and security best practices and nuclear laws, nuclear energy and waste
management in the Asia Pacific regions, training requirements, types of facilities,
facility design and nuclear material inventories by type or amount. Ideally they would
like updates to this information on a six to twelve month basis though face-to-face means,
such as workshops, conferences or training or web-based modes, such as websites or
email, or through monthly teleconferences. Survey respondents also suggested activities
such as identifying or developing collaborative analysis and training, and use of
web-based exchanges before training to familiarize new trainees with materials. They
cited concerns about misuse of information, loss of control of documents, protecting IT
systems, and compliance with security policies.

The SNL interviewees reported some perceived deficiencies in the current
practices. Although SNL staff members are receiving information about specific topics,
they would like the frequency of interaction or receiving information to increase. They
listed several additional topic areas of interest and new kinds of collaborative activities
to develop and strengthen international relationships. They stated that information

protection and security was important.

JAEA Stakeholder Survey

JAEA project team members interviewed staff members from their own
organizations having safeguards and nuclear security missions (STNM and ISCN). Some
of the interviews were conducted in person and other surveys were filled out after an
in-person explanation of the survey. Among JAEA interviewees, most information
sharing is conducted face-to-face with support from email and teleconferences. STNM
staff members associated with PAS-16, have supplied organizational status information
to SNL, KINCA, KAERI and IAEA under the PAS-16 activities. PAS-16 activities, such as
workshops, meetings and teleconferences have also been a form of information exchange.
Staff members from JAEA’s Nuclear Forensics team have reported their current
activities and received information from the U.S.A. about the nuclear forensics library
project. More generally, STNM and ISCN share information through their joint R&D
projects (action sheets) with US DOE laboratories in nuclear security and physical
protection training, development of safeguards technologies and approaches,
environmental sampling, etc. JAEA STMM also supports the Gevernment of Japan in the
US—Japan Nuclear Security Working Group (NSWG). JAEA STNM participates in the
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Generation IV International Forum (GIF) Proliferation Resistance Physical Protection
Working Group (PRPP WG) since its inception and routinely reports the status of nuclear
fuel cycle facilities and activities of JAEA related to PRPP areas as a country report.

STNM hosts the annual international forum called “Nuclear Energy,
Nonproliferation and Nuclear Security,” which is open to the public. Invited speakers
from governments and technical organizations offer their personal views about the
forum’s themes. The audience, which can consist of Track I, II, or III stakeholders, is
invited to also ask questions and provide comments.

Possible future information sharing areas were identified. In the past, STNM
worked closely with SNL to develop remote monitoring technologies to securely view live
and recorded images of facility operations and storage areas. In the future, it might be
useful to share camera images from selected facilities. In the short term, KINAC and
JAEA agreed to share INMM chapter meeting agendas and will consider also sharing
English versions of the agendas. To implement this may require an update to the
JAEA-KAERI organizational framework.

To support capacity building in emerging nuclear countries, mostly from the Asian
region, ISCN has delivered training for topic areas such as safeguards implementation,
nuclear security, physical protection. In the course of developing and providing training,
ISCN solicits training needs from trainee countries and learns about the status of and
plans for their nuclear programs. It also works closely with SNL to mature its own
training curriculum and practices. ISCN training is a rich source of information and
includes information about Japan’s nuclear energy policies, practices, and lessons
learned from additional protocol implementation. ISCN has shared some information
about training areas and future plans with counterparts in KINAC and China and
wishes to coordinate and cooperate more fully with other COEs in the future for
increased effectiveness and efficiency.

The results from the JAEA survey indicate that information sharing is often
necessary to complete work goals or to improve operations. Transparency is often a
by-product of these activities. One notable exception is JAEA’s international forum, in
which the primary objective is to publically discuss opinions and concerns about selected
topic areas. Information sharing is also often associated with formal associations, for
example, the JAEA-US DOE cooperation agreement. Most of information sharing
reported by STNM has been of a bilateral nature with the US DOE or its labs. The ISCN
recognized the need to work more closely with other COEs for mutual benefit. As
mentioned, the IAEA has announced it will provide a coordinating role for COEs under
the NSSC.
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(5) Communication Modes

To support the key goals of confidence building, and transparency, exchange of
information is essential. The JAEA project team classified information sharing
mechanisms as “face-to-face” and “web-based” and reviewed and analyzed their

characteristics22.

Face-to-face Communication

Face-to-face information sharing is the traditional communication method. People
meet each other in professional meetings, training, workshops, through personnel
exchanges, and in cooperative research projects. Conventional wisdom and experts
maintain that in-person meetings have greater potential for developing stronger
relationships that can be more effective for negotiation, and building consensus and trust
[29, 30]. Part of the reason is because of the richer information content conveyed through
body language and vocal dynamics. Another aspect is that on a basic level human beings

need interaction with one another.

PAS-16 project partners pointed out that some information sharing is more
effectively achieved through face-to-face meetings when the information contains some
sensitive nature and it is hesitated to be shared online, when anecdotal stories and
additional details can be shared at the same time and when the information receiver has
the opportunity to ask questions and receive answers in real time. The direct experience
of a facility tour, joint research project, training exercises or similar, offers benefits that
include much richer information than merely reading and conversing electronically.
Some specific activities to increase cohesion and cooperation in the Asia Pacific region
would include joint training of SSAC inspectors2?, joint training in use of nuclear
security systems, and tours of R&D and NFC facilities.

There are many advantageous face-to-face activities for an ISF. The ability to be
physically present in a meeting, facility tour, research activities, etc., gives a high level of
authenticity to the experience, which directly correlates to a higher level of confidence in
the ability to judge the credibility of the information exchange. However, the
organizations’ budgets or schedules sometimes do not allow making face-to-face
opportunities. In some cases, virtual information exchange through the teleconference or

video conference could help.

Web-based Communication
Web-based information methods include videos, on-line training and seminars,
online databases and reports, teleconferencing and email. Most of these methods can be

used at any time and in any location as long as an internet connection is available. The
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number of participants is usually not an issue and participants can join the interaction
regardless of their location. Many web-based interactions do not require real-time
participation by all partners. However, one disadvantage for online meetings or
teleconferences is that it can be difficult to schedule convenient times to accommodate all

participants’ time zones.

Many of these web-based tools continue to improve. Analysts have developed a
“media richness theory” that ranks electronic media in terms of the amount of
information that can be effectively conveyed compared with face-to-face
communication?®. The general order of effectiveness is video, telephone, email and

computer documents.

In multilateral situations, ensuring information security and authentication are
important. Web-based information exchanges systems should adhere to all information
security regulations of the participating parties. Parties might further decide to
maintain their own information on their own systems. Higher information security needs
might require additional hardware and software and maintenance efforts. There are

various ways to implement access controls to restrict interaction to selected participants.

In confidence building for a regional ISF, high quality, reliable, and secure
technical systems can play an important role in establishing an impartial result that
allows the observer to draw an independent conclusion. Past experiences in developing
remote monitoring technologies not only for safeguards purposes, but for transparency
are good examples. Real-time images, provided by some remote monitoring systems,
allow the viewer to approximate an actual on-site experience. Remote monitoring
systems that include surveillance cameras and tools for recording and analyzing the
images, and other sensors that confirm the presence, mass, location and movement of
nuclear material boost the viewer’s confidence of what he or she sees. Video clips and
photographs provide this sense of reality to a lesser degree. Also, unless pre-recorded
video and photos are authenticated and encrypted, information content could be
compromised by spoofing. The IAEA has implemented remote monitoring with a high
degree of information security to maintain continuity of knowledge about the monitored
area. Surveillance data is authenticated and encrypted, and further assurance of the
status of monitored items is provided by tamper indicating seals. These systems are used
for verification purposes. For the purposes of regional transparency, this same level of
information security might or might not be necessary, but should be evaluated on a case
by case basis.

A website or web portal established for information sharing can be set up for
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different levels of access that are customized by each state. In some ISF models, the state
and its organizations might control individual websites that are linked to a web portal.
This could give the state more control over how the websites are accessed and by whom.
A website acting as a portal or gateway to individual websites would provide links to
these state-controlled websites. Some specific architectures were described in Kawakubo,

et al22).

Web-based reports of near-real time measurements are also useful. JAEA worked
with SNL under actions sheets “Cooperation in Nuclear Transparency” to display
environmental radiation measurements from many facilities and countries on the
CSCAP Nuclear Transparency website. Here, the displays were harmonized so that the
look and feel was similar enough for the user to more easily absorb the information and
compare the results from site to site.

Establishing video surveillance requires equipment and reliable maintenance. To
minimize costs while providing information from remote monitoring systems to multiple
audiences, such as the facility operator, SSAC, IAEA, and other interested parties in the
information sharing framework, some components of the system could conceivably be
shared. For example the camera feeds (raw video data) could be shared by separate safety,
security, safeguards, and transparency systems. Data collection and transmission
equipment would be controlled by users to analyze the data for their specific purposes.
Also, some users, such as the IAEA, have strict requirements for information security
and might not share use of its data streams even with separate data collection and

analysis systems for each user.

Balancing Face-to-face and Web-based Interactions

JAEA concluded that both face-to-face and web-based information sharing are
essential elements of an ISF. The positive features of face-to-face and web-based
mechanisms are generally complementary and non-overlapping. Some communication
requires a face-to-face setting. However, the ISF will also rely on web-based tools.
Although only non-sensitive information would be shared, information security and
controlled access are necessary to minimize the risk of misuse and give the user a higher

level of confidence in the system.

(6) Measures of Effectiveness

The project team has discussed various ways to measure the effectiveness of the
ISF. We predict that measuring the level or change in the level of trust and confidence
that one state or organization has for another will be difficult to quantify regardless of

the measurement approach. The first approach is to measure easily quantifiable things.
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Some preliminary ideas for evaluating the model ISF are listed below.

1. Document existing information sharing exchanges as a baseline.

2. Document the number of new information sharing exchanges since the beginning of
PAS-16 and AS-26 (sometime after July 2013), their outcomes and lessons learned.

3. Document the number of participants and changes in the number of users since the

beginning of the demonstration.

4. Document activities and what has been done since PAS-16 and AS-26 have begun:
a. Project teleconferences and face-to-face meetings

b. Workshops

c. Publications and presentations

d. Survey (Interviews)

e. Development of requirements

Although the above items are a measure of activity, some conclusions about
effectiveness and impact can be drawn; however, increased interaction and information
sharing is not a direct measure of confidence building. It will also be necessary to
interview the information sharing partners about their level of satisfaction with the
information sharing experience and try to elucidate some objective conclusions from the
results.

A possible approach for measuring confidence building might be derived from one
proposed by C.Everton et al.2? for IAEA’s state evaluation process, which involves finding
an appropriate mix of qualitative and quantitative factors that can be used to inform an
opinion about the status of a state’s nuclear energy program.

The number of ISF partners and other factors will also affect how the ISF can be
evaluated. If the number of partners and stakeholders is small, then informal feedback
and exchange might be sufficient. With a larger group, a more formal and standardized
questionnaire in addition to open discussions about benefits to participating
organizations might be necessary.

A more definitive measure of effectiveness and impact of the ISF on an
international scale would be to conduct a survey similar to effort of E. Kwon3? to
measure the change in credibility of a state’s nuclear program for peaceful use; however,
undertaking this kind of survey must be designed and executed carefully to ensure

credible results.

2.3 ISF Architectures
The survey results showed that the main information sharing interactions are
between functionally similar groups. These relationships will guide the design and scope
of an ISF and whether it is a single regional framework or separate ISFs established for

specific nonproliferation areas, such as COEs, safeguards R&D, nuclear security and
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physical protection. Within a single, regional ISF, the structure might accommodate
closer interactions between functionally similar groups and looser ones among groups
with different purposes. Fig. 2.1 is a schematic of some of the current information
sharing relationships for APSN, FNCA, and the bilateral agreements of JAEA-US DOE
and ROK NSSC- US DOE. Organizations with similar roles have a higher interest in
interacting with each other, to share lessons learned, conduct R&D, etc. They are aligned
horizontally across the figure. APSN and FNCA both have members from government
ministries (Track 1) and SSAC and COE organizations (Track 2). Within each state,
coordination for policy and national consistency occurs between ministries and
governmental agencies and the organizations for which they set policies and supply
funding (vertically up and down in the figure). Presumably lines of communication and
protocols already exist for organizations within a state, but an ISF might also be of value.
The organization and design of the ISF will take these relationships into consideration.
Other stakeholders such as NGOs, academia and IAEA might interact with more than
one organization within a state, depending on their own missions and objectives.
Providing information for the public, business, activism, etc. is often organized by the
public affairs offices and many departments have their own home pages on the parent
organization’s website. The decision to open the ISF to these parties will vary, depending
on the stakeholder, the benefit to be gained, type of information to be shared, etc.

As more parties are added to the ISF, we might see that the relationships and the
shared information vary, for example, mature nuclear fuel cycle programs might share
different information with each other than they would with less mature nuclear
programs.

As mentioned, another arrangement of the ISF might be completely separate ISF
systems for each mission area or association. For example, APSN might have its own ISF
that serves only APSN-related communication. Nuclear security interests might be
better served by a separate ISF, and so on. A comprehensive ISF that involves all possible
partner organizations and communication pathways might be unwieldy and

unmanageable.
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Fig. 2.1 The figure depicts an expanded ISF. Overlaid are some examples of existing
information sharing relationships, such as APSN, FNCA, and bilateral efforts, such as
the US DOE — JAEA and US DOE — ROK NSSC cooperation agreements.

3. Possible Outcomes
3.1 ISF for Regional Nonproliferation Cooperation

The primary focus of PAS-16 and AS-26 are to develop an ISF for regional
nonproliferation cooperation. In the first workshop and through subsequent activities,
participants determined that there continues to be a compelling need for countries to
share information with each about their nuclear energy programs to allay concerns and
to increase cooperation for mutual benefit. Ideally, all nuclear energy-related
organizations in a country should be aligned with the national laws and policies so that
when they interact with international counterparts, they present consistent, reinforcing
and credible information, which over time, establishes a high level of confidence in the
peaceful nature of the nuclear programs.

The organizations associated with PAS-16 and AS-26 are technical organizations
with responsibilities for safeguards and security R&D and training and safeguards
implementation design. In design of the model ISF, these organizations appropriately
selected topic areas for information sharing that directly support their missions and
objectives. The decision-making process of each state’s long term R&D plans in nuclear
energy and nonproliferation was selected as a specific example to develop ISF

requirements. The audience sharing the information would be experts at JAEA, KINAC,
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KAERI, and SNL; decision makers, and sponsors of nonproliferation R&D efforts. The
information should be relevant, non-sensitive nonproliferation-related information from
published documents, open sources, and other documents that are authorized for sharing
through the ISF. The information selected for sharing must be of interested to the
audience. A list of candidate documents include: Japan Atomic Energy Commission
Documents, white papers on nuclear energy in Japan, Korean nuclear energy
plan/strategy abstract (if available), US publically available nuclear energy program
related reports, ROK/Japan/US TAEA support program reports, executive summaries
from TAEA MSSP bi-annual meetings.

Japan and Korea both have mature nuclear fuel cycle programs and many years of
experience. Lessons learned from experiences of safeguards implementation, nuclear
security, safeguards, and safety infrastructure and human resource development, as well
as best practices are examples of rich sources of valuable information for up and coming
nuclear programs.

Japan and Korea have joined an increasing number of countries with
organizations and efforts to assist emerging nuclear power countries through training,
provision of best practice guides, and other venues. COEs, such as JAEA's ISCN have
been established and have begun holding training and expert missions in both
safeguards and nuclear security topics. APSN completed a needs survey of its members
and found that in addition to capabilities offered by mature nuclear program countries,
some emerging nuclear power countries have extensive safeguards experiences that can
be used for training??. The ISF could be used by APSN members and COEs on a regional
basis to share information with each other, coordinate training opportunities, and to post
general information for a wider audience. The outcomes of these interactions should be

higher confidence in each other’s programs and greater regional cooperation.

3.2 How the ISF can Support IAEA Safeguards

At the outset of the project, project partners agreed that one objective of the ISF is
to be complementary to IAEA missions. The current focus of the model ISF includes
nuclear safeguards and nuclear security, both of which are IAEA mission areas. The ISF
goals of developing effective ways of state-to-state or state-to-other stakeholder
information sharing should be consistent with IAEA information needs

In the safeguards area, experts have been discussing the current challenges to
TAEA verification. IAEA must continually improve its efficiency for verifying states’
declarations regarding declared facilities and activities as well as determine to the
extent possible the absence of undeclared activities and facilities. J. Carlson says?25 that
the most serious challenge facing the IAEA is having the capability to detect undeclared

nuclear activities. Other challenges include “the potential spread of
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proliferation-sensitive technologies (enrichment and reprocessing) to further states; the
implications of new fuel cycle technologies; and an ever-increasing workload.”

Through the development of the SLC, the IAEA continues to hone a systematic
methodology for assessing the state as a whole. SSACs/RSACs roles have been reviewed
for how they can more fully support IAEA’s efforts under the SLC. J. Cooley3? stated that
one of the strategies to strengthen cooperation and partnerships is to convince states to
increase voluntary sharing of safeguards relevant information and increase cooperation
and coordination within IAEA’s Member MSSP. A. Raffo-Caidao and J. Johnson also
mention3? SSAC provision of information beyond the requirements of INFCIRC/153 and
INFCIRC/540 including additional facility information and/or expanded declarations,
and through voluntary field trials, technical cooperation, and various member state
cooperation activities and meetings.

Although the above strategies might all refer to bilateral activities between the
TAEA and each member state, some multilateral exchanges can be envisioned. Casterton,
as the chair of SAGSI described future evolution of SSAC/IAEA Cooperation from
SAGSTI’s point of view33). Cooperation is viewed to be a key to increased efficiencies and
effectiveness in international safeguards. He stated that enhanced cooperation with
SSACs/RSACs beyond the baseline, or obligatory measures, could lead to improvements.
In 2012, he advocated the formulation of a forum in which SSACs and operators could
exchange best practices and lessons learned, and further emphasized the value of this
exchange especially for the benefit of emerging nuclear power countries and increased
cooperation between SSACs34. SAGSI has recommended establishing a forum organized
by IAEA, INMM, WINS, or ESARDA for SSACs to exchange ideas and information. The
APSN was established in 2009 with this as a goal for the Asia Pacific region. Casterton
recommends an even larger participation than APSN, if possible. This increased
information sharing across SSACs would enhance confidence building not only among
the SSAC states, but also from the point of view of IAEA and the international
community.

Casterton claims that another opportunity for increased international
transparency and confidence building would be for SSACs to go beyond the obligatory
requirements in their safeguards agreements with the TAEA to voluntarily release
information on nuclear material and activities that can deepen IAEA’s understanding of
the subject nuclear programs and to establish a record of prompt resolution of anomalies
and willingness to give additional access to information. He suggests that
SSACs/operators provide greater access at sites, allow for remotely observable areas, and
provide specific information such as design information and R&D information.

Additional reporting would also increase confidence in peaceful use programs by

establishing a reputation for openness. If states are working with TAEA to increase the
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amount of information provided, or if states are working with each other to exchange
information, then perhaps some of the same information can be shared to accomplish
TAEA goals and improve standing among regional stakeholders so that additional efforts
to meet two separate goals can be minimized. Table 3.1 summarizes some IAEA issues
pairs them with potential activities to resolve them that could be conducted under an
ISF.

Table 3.1 Using the ISF to Address IAEA Issues and Strategies

TAEA Issue ISF Activity

Detect wundeclared activities Share information about national nuclear policies
and facilities Share information about nuclear programs.
Provide greater access to facilities, information
about how material is processed and, design and
R&D information.
Conduct field trials, tours and other activities that

Increase awareness.

Spread of ENR to other Share information about nuclear programs, national

countries laws and policies that govern international nuclear
trade, and related international partner
arrangements.

New nuclear fuel cycles Share information about nuclear fuel cycle research,

provide greater access to facilities, design and R&D

information

Increasing IAEA workload Develop and use standard information content
formats
Facilitate increased technical cooperation and
information exchange among Member State Support
Programs (MSSP)

The ISF can help with the above issues in the following ways:

1. Development of new fuel cycles should include outreach activities to demonstrate
transparency and share pertinent details about safety, safeguards, and security
considerations. The ISF could be used to connect interested parties for sharing
information between technical specialists. Example mechanisms include face-to-face
meetings, workshops, symposia and facility tours, and web-based information
exchange and virtual tours of fuel cycle research facilities, such as pyroprocessing in

Korea and fast reactor technology in Japan. Information suppliers would be the fuel
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cycle development organizations and sponsors. Information receivers would be
relevant technical organizations in other states, NGOs that analyze open source
information, and, of course, JAEA.

2. Increase the provision of SSAC voluntary information to support IAEA’s independent
safeguards conclusions regarding declared facilities and activities. One task of the
ISF design is to develop guidelines and provide examples for defining the information
content. A further step to standardize the reporting format would help to facilitate
assessments and increase the provision of relevant and useful information on the
receiver’s end. This might be a very difficult and time-consuming to establish, but
worthwhile in the long run for reducing the amount of time organizing and preparing
data for analysis on the receiver’s end. Moreover, the results of this effort to develop a
standard format can be used by states to share information with the TAEA or with
each other. Perhaps not all information can be easily packaged in a standard form,
but over time, a standard approach will save time for both information suppliers and
receivers. Open source analysts might have some good ideas for information formats.

3. IAEA continues to mature its state level approach and refocus its verification
activities from criteria driven to objectives driven in order to shift resources to an
increased emphasis on verifying the absence of undeclared facilities and activities.
Some SSAC experts have also indicated that the cooperation between SSACs/RSACs
and the IAEA be reviewed to determine new ways of cooperating to support IAEA’s
objectives without increasing the burden to SSACs and RSACs32. Sharing the process
and progress of the new cooperation ideas in a broader and more open context with all
SSACs might ease acceptance of the ideas by increasing the trust that all states will
be treated fairly in IAEA’s state level analyses.

3.3 How the ISF can Support Nuclear Security Cooperation

Experts recognize the value of recent, high level efforts through the two Nuclear
Security Summits and their associated activities to bring attention to the needs to
establish and strengthen regional and international nuclear security cooperation and
formal frameworks to share best practices, build national capabilities and encourage a
nuclear security culture [35, 7]. Regarding the path forward from the 2012 Nuclear
Security Summit, Floyd and Bayer recommend governmental and non-governmental
cooperation, especially by regional groups and associations, and professional
organizations such as INMMS3®, They point out that unlike APSN for safeguards and
ANSN and FNCA for nuclear safety, there is no equivalent effort in the Asian region for
nuclear security.

The existing nuclear security regime is still largely based on voluntary, national

programs that are not transparent, and a variety of national, international and ad hoc
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laws, regulations and agreements. States generally consider their nuclear security
practices as sensitive information and this is a sticking point for sharing information.
However, some experts have proposed that many aspects of nuclear security can be
shared without divulging state secrets and making nuclear material sites more
vulnerable. J. Carlson points out? that although conventional wisdom suggests that the
concept of transparency is not compatible with nuclear security practices, transparency
is essential for states to build regional and international confidence that their nuclear
materials are well protected from unauthorized acquisition. The benefit of doing so can
increase trust among their neighbors and international society.

This nuclear security cooperation gap is an opportunity to build cooperation that
will also effectively integrate across all three areas of security, safeguards, and safety.
The nuclear security summits have pegged IAEA as a focal point for nuclear security
information and standards, training, and workshops; however, regional efforts can
provide efficiency by reducing some travel expenses and time, and more importantly,
serve to build useful regional cohesion and interdependence. K. Luongo recommends3?
establishing a comprehensive, confidence building architecture to demonstrate
accountability and performance that is based on clear but flexible standards. This
architecture can be supported in part by existing international conventions, agreements
and ad hoc voluntary cooperative efforts. The ISF could be the starting point for
developing this architecture. Organizations such as IAEA and WINS that provide
standards documents, training, and organize workshops and meetings in regional and
international settings may be well positioned to incorporate ISF features into existing

communication structures.

4. Future Steps

PAS-16 and AS-26 participants continue to refine ISF requirements and determine
useful areas of information sharing. The present efforts continue to define a model ISF
for sharing safeguards information among the participating organizations and evaluate
the experiences. The demonstration and evaluation of the model ISF are tentatively
planned for Phase 2 of the action sheet projects.

Several challenges remain for defining the ISF requirements, structure and scope.
For example, is it possible to formulate a general requirements procedure that can be
universally applied or must the requirements be tailored specifically for each case? Is the
ISF more effective if it is designed to accommodate a narrow range of topics or a single
mission, such as safeguards implementation, or COEs in the Asia Pacific, or can it
effectively serve a much broader network that embraces safety, safeguards and nuclear
security topics and many types of stakeholders from all interested regional states?

As mentioned, information sharing is a natural and necessary element of bilateral
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and multilateral interactions of formal and informal organizations and associations. The
goals of the ISF are to enable direct, transparent sharing of information and increase
confidence, trust and synergy between partners. In short, the ISF should instill and
complement a “transparency culture.” To improve the chances of success and
sustainability, ISF concepts and application should be promoted within existing bilateral
and multilateral organizations and associations. For example, KINAC is considering the
possibility of establishing a working group in APSN to discuss ISF application. Within
the JAEA-US DOE cooperation agreement there are several projects in which additional
information sharing could be considered. In previous sections, consideration of how the
ISF could be beneficial to the IAEA, new fuel cycle research and the development of
nuclear security cooperation were discussed. The IAEA’s Member (MSSP), which consists
of more than 20 states engaged in various technical support areas for IAEA safeguards,
is another venue of possible increased information exchange and R&D collaboration
among states that could be supported by the ISF. Increased cooperation and coordination
would contribute to the goals of a shared vision and increased confidence in peaceful use

programs.

5. Conclusions

Under the current project, JAEA, SNL, KINAC and KAERI are developing
requirements for an ISF that can be used for further regional cooperation and thereby
increase trust and confidence building, improve cooperation with the IAEA. Project
partners have explored and analyzed the compelling need for transparency, candidate
information sharing topics, needs of stakeholders for a model framework, communication
modes, possible ISF architectures, information security issues, and various future
applications of an ISF. The project has drafted ISF requirements using the continuous
improvement model of “Plan, Do, Check and Adjust” to focus attention on identifying,
executing and continuously improving an information sharing structure. Activities of the
project itself have been exercises in transparency; partners have engaged face-to-face in
workshops, meetings and tours, and web-based through email and the development of a
content management website for posting project information. Monthly teleconferences
have helped to maintain project focus and meet deadlines.

The need for transparency in a regional setting has been expressed by many
experts and confirmed through this project’s activities. In the Asia Pacific area, in
particular, where there is a diverse mix of mature and developing nuclear programs,
transparency is important for reducing regional tension that arises from uncertainty and
lack of understanding regarding nuclear program activities in neighboring countries. By
actively sharing information and expertise, countries can also reduce concerns and help

each country move closer to its nuclear energy goals. Mature nuclear states have the
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expertise to support infrastructure development in less mature states and many are
already assisting them or developing programs to do so. Also, mature nuclear states
working together have developed and implemented many useful technological solutions
for nonproliferation applications.

Transparency is a necessary element for successful bilateral and multilateral
activities. The survey of stakeholders for the model ISF design conducted by project
partners demonstrated that much information sharing is conducted in order to meet
organizational performance goals and that transparency is a by-product of that process.
This factor should be a motivating force in encouraging more regional cooperation and
coordination because the “cost” of transparency does not have to be considered an
additional expense.

Furthermore, technical organizations, such as JAEA, SNL, KINAC and KAERI,
working bilaterally or multilaterally, put national nonproliferation policies into practice
through development and implementation of safeguards and nuclear security systems.
These systems are tangible proof of a country’s policies that are visible not only to the
participating partners, but also the international community. Technical cooperation also
requires partners to share information to achieve performance goals, and transparency is
therefore carried out as part of routine activities. The ISF can further support these
activities by providing a process to clearly and efficiently identify useful information to
share, and determine how to share it and protect it, and evaluate and improve the
effectiveness of the information sharing.

PAS-16 studies have confirmed the importance of both face-to-face and web-based
information sharing practices. Face-to-face activities are more effective at establishing
and reinforcing personal relationships that need time to develop in order to build trust
and confidence in the peaceful nature of a country’s nuclear programs. Web-based
information sharing tools can provide useful documents, images, and videos that
enhance and reinforce the face-to-face encounters and are a convenient way to maintain
connections when travel funding and schedules are limited.

Formal and informal agreements that establish organizations and cooperative
arrangements are instrumental in ensuring sustainable information sharing. Notable
examples are ABACC and ESARDA. Under the JAEA and US DOE/NNSA cooperation
agreement, established in 1988, transparency has been a by-product of many
nonproliferation R&D projects, which include the work of JAEA and SNL for 20 years to
develop and demonstrate transparency concepts for regional confidence building and
safeguards applications. Transparency has also been a hallmark of US DOE bilateral
cooperation agreements and many multilateral associations. In the Asia Pacific region,
voluntary networks, such as APSN and FNCA, and now the trilateral association of
JAEA, KINAC and KAERI, and SNL are practicing information sharing in the context of

,43,



JAEA-Review 2013-006

achieving organizational goals, or, as in the case of the latter group, to develop and test
information sharing concepts, processes and structures.

Future applications of the ISF have been considered, including voluntary efforts to
facilitate information sharing for improving safeguards implementation in the Asia
Pacific (e.g., APSN), coordination of COEs, reducing concerns about advanced nuclear
fuel cycle development, and improving nuclear security practices.

The next steps for the ISF include continued refinement of requirements, selection
of test information sharing cases, and design and execution of the ISF tests and

evaluation.
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